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Connection of Ethiris Server in Ethiris Admin and Ethiris Client takes a long
time after upgrading to Ethiris 11.0.0.1 or later.
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Introduction

In cases where Ethiris is deployed in an environment without Internet access on the units that are
running Ethiris Admin and Ethiris Client and both a default gateway and one or more DNS servers are
defined on these units. Then there is a delay when connecting to Ethiris Server. This happens on
start of Ethiris Admin/Client as well on other occasions when Ethiris Admin/Client needs to connect
to Ethiris Server.

The problem has nothing to do with Ethiris, but rather that Windows tries to update so called root
certificates to validate the certificates that are used for secure communication via SSL. This happens
even though the computer is not connected to the Internet and hence it takes as long as the timeout
setting, some 10 seconds or so.

This document covers the different solutions there are to solve this issue.
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Solution 1 - Automatically in 11.2 or later

From version 11.2 of Ethiris, Ethiris Admin and Ethiris Client will automatically detect this problem
and suggest that Ethiris solves the problem by updating the Windows settings.

Server Connection Error

Ethiris has detected that your network configuration includes a default
gateway and at least one DNS server.
Despite this, Windows has no internet access on your computer.

This can cause delays and/or connection errors due to Windows will be
trying to download updated lists of root certificates when trying to
connect a secure socket connection (SSL).

Do you want Ethiris Admin to try to reconfigure Windows not attempt
to update these lists of root certificates in the future (this is preferred if
the computer has no internet access)?

Yes No \

Click Yes to let Ethiris make the changes. A UAC prompt will appear for letting you decide if the
changes are allowed.

User Account Control x

Do you want to allow this app from an
unknown publisher to make changes to your
device?

EthirisAdmin64.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes No

Click Yes.
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Server Connection Error X

The reconfiguration of Windows worked!

Ethiris Admin will now reload configuration!

A message that everything went well is displayed and the problem on this computer is fixed.

If you instead answer No or something fails, the following message is displayed and you can then use
solution 2 or 3 instead.

Server Connection Error X

Unfortunately, Ethiris Admin could not reconfigre Windows!

Read more about this here: http://www.kentima.com
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Solution 2 - Manually, remove DNS servers

If the network environment allows it, e.g. no local DNS names are used, the simplest solution is to

remove the configured DNS servers from the network settings.

Internet Protocol Version 4 (TCP/IPvd) Properties x

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 0 . 100
Subnet mask: 255,255,255, 0
Default gateway: 192 .168. 0 . 1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

|

Alternate DNS server:

[Jvalidate settings upon exit Tl

Cancel
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Solution 3 - Manually, update the registry

Download the file KB2020010901.zip from Knowledge base under Downloads->VMS at kentima.se.

Right-click on the downloaded file and select Extract all... from the popup menu and then click
Extract on the dialog that follows.

Right-click on KB2020010901.reg and select Merge from the popup menu.
Then click Yes on the UAC dialog that pops up (unless UAC is disabled).

And then click OK on the following dialog.

Registry Editor

Adding information can unintentionally change or delete values and cause components to
J stop working correctly. If you do not trust the source of this information in [
C:\Users\admin\Downloads\KB2020010901\KB2020010901.reg, do not add it to the registry. \

Are you sure you want to continue?

T

And then OK.

© Registry Editor X

The keys and values contained in
C:\Users\admin\Downloads\KB2020010901\KB2020010901.reg have been successfully added
to the registry.

No reboot is necessary, the changes take effect immediately.
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